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SUMMARY

Third-year Computer Science and Business Systems student at SRM Institute of Science and Technology with a genuine interest in how systems
break, how AI models misbehave, and how to build tools that catch both. Drawn to the intersection of cybersecurity and artificial intelligence — from
auditing model behaviour to detecting real-world network threats. Currently deepening expertise through the CompTIA certification track while
building open-source security tools to put theory into practice.

EDUCATION
SRM Institute of Science and Technology Chennai, India
Bachelor of Technology in Computer Science and Business Systems | CGPA: 8.4 Aug 2023 — May 2027

CERTIFICATIONS

CompTIA A+ - CompTIA Network+ - CompTIA Security+ - CompTIA CySA+ - CompTIA PenTest+ - CompTIA Linux+ (Udemy)
PROJECTS

VeriAlign — LLM Verification and Hallucination Detection Proxy 2025 — Present
Python, FastAPI, Natural Language Inference (NLI), DeBERTa, Docker, OpenTelemetry

® Built a reverse proxy (based on arXiv:2605.04454) that intercepts LLM API calls and enriches responses with claim extraction, NLI-based
hallucination detection, contradiction analysis, and confidence scoring
® Tmplemented safety middleware covering PII redaction (emails, SSNs, API keys), jailbreak detection, and toxicity filtering across OpenAl,
Anthropic, and any OpenAI-compatible provider
github.com/Anandhasasidharan/verialign
AgentOps — AI Agent Safety and Observability Platform 2025 — Present
Python, FastAPI, PostgreSQL, Docker, Terraform, AWS ECS Fargate, OpenTelemetry
® Developed a 4-microservice safety platform (Circuit Breaker, Chaos Toolkit, SLO Platform, Dashboard) that enforces real-time policies on Al
agent tool calls and blocks destructive commands
® Integrated OWASP and EU AI Act compliance reporting, burn-rate SLO evaluation, and 16 chaos failure modes; deployed to AWS ECS Fargate
via Terraform with 121+ tests across services
github.com/Anandhasasidharan/AgentOps-Agent-System-Operations
VulnGPT MCP Server — Automated Vulnerability Scanner 2024 — Present
Python, Model Context Protocol (MCP), Docker
® Built a security-focused MCP server for automated vulnerability scanning: static code analysis, CVE dependency audits, hardcoded secret
detection (AWS credentials, API keys, GitHub tokens), and tool poisoning detection
github.com/Anandhasasidharan/vulngpt-mcp-server
Community Al Audit Framework 2024 — Present
Python, Splunk, OpenAI API, Anthropic API, HuggingFace, PyTorch
® Designed a plugin-driven framework that runs the same backdoor scan across OpenAl, Anthropic, local PyTorch models, and HuggingFace
without modifying the scanner; findings pipeline integrated with Splunk and Elastic
github.com/Anandhasasidharan/community-ai-audit

VOLUNTEER EXPERIENCE

NGO Outreach Program — Government School Chennai, India
Student Volunteer May 2024 — June 2024

® Assisted students with foundational subjects and supported classroom activities alongside teaching staff
® Contributed to improving digital literacy and basic computer skills among school students

TECHNICAL SKILLS

® Programming Languages: Python

® Security Tools: Kali Linux, Splunk, Nmap, Wireshark

® Frameworks & Libraries: FastAPI, Streamlit, PyTorch, HuggingFace Transformers, scikit-learn

® Security Domains: Network Security, Threat Detection, Penetration Testing, Al Security Auditing, Anomaly Detection
® Operating Systems: Linux, Windows

® Spoken Languages: English, Tamil
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